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INDEPENDENT SCHOOL DISTRICT 199 

Inver Grove Heights Community Schools 

2990 80th Street East 

Inver Grove Heights, Minnesota 55076 

 

 

EMPLOYEE USE OF SOCIAL MEDIA 

 

 

I. Purpose  

 

The purpose of this policy is to set forth guidelines to address employee use of social 

media in the classroom as a communication and learning tool to challenge students in 

meeting high academic standards, and to manage and analyze data.  The policy is 

intended to ensure safe and responsible use of these technologies and to provide guidance 

on the maintenance of professional ethics and boundaries when utilizing social media in 

their personal and professional lives.   

 

II. General Statement of Policy  

 

The District recognizes the importance of the online social media networks as a 

communication and e-learning tool and provides password protected social media tools 

and district approved technologies for e-learning, communication, and collaboration 

among employees.  Public social media networks, outside of those sponsored by the 

District, may not be used for classroom instruction or school-sponsored activities without 

the prior authorization of the Superintendent or his/her designee.  Parental consent must 

also be obtained for student participation in social networks.  The District may use these 

tools and other communication technologies in fulfilling its responsibilities for effectively 

communicating with the general public.   

 

III. Definitions 

 

A. “Public online social media” are defined to include: websites, web logs (blogs), 

wikis, social networks, online forums, virtual worlds, and any other interactive 

social media available to the public via the Internet. 

 

B. “District approved, password protected online social media” are defined as 

interactive media within the District’s electronic technology networks or which 

the District has approved for educational use.  Technologies outside of the 

District’s network may also be approved for educational use if limited to 

instructional content selected according to the textbook and instructional material 

policy and procedures and used according to the requirements of the policy.  The 

District has greater authority and responsibility to ensure the safety or our 

students and can limit public access within this forum. 
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IV. Requirements 

 

District staff members are expected to serve as positive ambassadors for the District and 

appropriate role models for students.  It is vital that staff maintain professional 

professionalism in their interactions with students and the community.  Failure to do so 

could put staff members in violation of existing district policy and at risk of disciplinary 

action.  The District requires employees to observe the following rules when referring to 

the District, its schools, students, programs, activities, employees, volunteers, and 

communities on any social networks: 

 

A. Comply with all state and federal laws and any applicable district policies when 

engaging in use of social media network.  Those laws, policies and rules include 

but are not limited to Minnesota statutes and district policies regarding employee-

student relationships, harassment and violence, bullying, hazing, mandatory 

reporting, data privacy, internet acceptable use, advertising prohibitions, code of 

ethics, and copyright and fair use regulations. 

 

B. When employees choose to join or engage with District students, families, or 

fellow employees in a social media context that exists outside those approved by 

the District, they are advised to maintain their professionalism as District 

employees and have responsibility for addressing inappropriate behavior or 

activity on these networks, including requirements for mandated reporting. 

 

C. Employees have responsibility for maintain appropriate employee-student 

relationships at all times including: 

 

1. Using professional judgment when necessary for the safety of students 

online and responding appropriately as mandated reporter when 

applicable.  Every school district employee is to maintain a standard of 

professionalism, and acting within accepted standards of conduct and 

applicable standards of ethics and professional conduct in Minnesota law.  

Each school district employee is expected to exercise good judgment and 

professionalism in all interpersonal relationships with students including 

through the use of social media. 

 

2. Communications with students or former students who are minors on 

social media must be only for school-related purposes and through the use 

of School District sponsored social media networks.  While it may be 

acceptable for employees to “friend” relatives or children of close friends 

on personal social media networking sites, communication when there is 

teaching, coaching, or other school relationship must be limited to School 

District sponsored social media networks.  Employees may not inform, 

publish, or distribute to students any personal social networking site of the 

employee. 
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3. Excessive informal and social involvement through social media with 

individual students is prohibited.  Such communication is unprofessional, 

is not compatible with employee-student relationships, and is 

inappropriate.  Unprofessional relationships include writing personal 

letters, email or text messages; calling students on cell phones or allowing 

students to make personal calls  unrelated to class work or school 

activities; sending inappropriate pictures to students; discussion or 

revealing personal matters about a staff member’s private life or inviting 

students to do the same; engaging in sexualized dialogue in any form 

 

D. Accept personal responsibility for content, whether purposeful or inadvertent.  

Employees shall not use obscene, profane, or vulgar language on any social media 

network or engage in communications or conduct that is harassing, threatening, 

bullying, libelous, or defamatory or that discusses or encourages any illegal 

activity or the inappropriate use of alcohol, use of illegal drugs, sexual behavior, 

or sexual harassment. 

 

E. Employees may not disclose information on any social media network that is 

confidential or proprietary to the District, its students, or employees or that is 

protected by data privacy laws. 

 

1. Employees shall not post photos or movies to public sites that include 

students without parent consent. 

2. Employees shall not post photos or movies to public sites that include 

fellow employees without their consent. 

3. Employees shall not post photos or images of non-public district premises 

and property, including floor plans without expressed written consent of 

the Superintendent. 

  

F. Any views expressed on a public online social media site do not reflect the views 

of the District. 

 

1. Employees may not act as a spokesperson for the District or post 

comments as a representative of the District, except as authorized by the 

Superintendent or his/her designee. 

 

2. Employees may not post or use the District or building logo on any public 

online social media site without permission from the Superintendent, 

building principal, or building designee. 

 

3. When employees, including coaches/advisors, choose to join or engage 

with social networking groups of student groups within the District, they 

do so as an employee of the District and will annually disclose the 

existence of and their participation in such networks. 
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G. School District Action 

 

An employee who is responsible for a social media network posting that fails to 

comply with the rules and guidelines set forth in this policy may be subject to 

discipline, up to and including termination.  Employees will be held responsible 

for the disclosure, whether purposeful or inadvertent, of confidential or private 

information, information that violates the privacy rights or other rights of a third 

party, or the content of anything posted on any social media network. 

 

H. Limited Expectation of Privacy 

 

Employees should expect only limited privacy in the contents of district 

sponsored social media tools or social media accessed by employees on district 

equipment.  Routine maintenance and monitoring of the District’s system may 

lead to a discovery that a user has violated this policy, another district policy, or 

the law.  An individual investigation or search also will be conducted if district 

authorities have a reasonable suspicion that the search will uncover a violation of 

law or district policy.  The District also will cooperate fully with local, state, and 

federal authorities in any investigation concerning or related to any illegal 

activities or activities not in compliance with district policies conducted through 

the district systems.  In addition, parents have the right at any time to investigate 

or review the contents of student’s files, which may include materials posted 

through district-sponsored social media tools or social media accessed through 

district equipment.   

 

Employees should be aware that the District retains the right at any time to 

investigate or review the contents of these district social media networks.  In 

addition, employees should be aware that data and other materials in files 

maintained on district systems may be subject to review, disclosure, or discovery 

under Minn. Stat.ch 13 (the Minnesota Governmental Data Practices Act).  The 

District also may at any time review any social media network or communication 

made public by the employee or other individuals regarding the employee. 

 

This policy will not be construed or applied in a manner that improperly interferes 

with an employee’s right under the National Labor Relations Act. 
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Legal References:  15 U.S.C. § 6501 et seq. – Children’s Online Privacy Protection Act 

17 U.S.C. § 101 et. seq. – Copyrights 

20 U.S.C. § 6751 et seq. – Enhancing Education through Technology Act 

of 2001 

47 U.S.C. § 254 - Children’s Internet Protection Act of 2000 (CIPA)  

47 C.F.R. § 54.520 - FCC rules implementing CIPA 

Minn. Stat. § 121A.0695 – School Board Policy; Prohibiting Intimidation 

and Bullying 

Minn. Stat. § 125B.15 – Internet Access for Students 

Minn. Stat. § 125B.26 – Telecommunications/Internet Access Equity Act 

Tinker v. Des Moines Indep. Cmty. Sch. Dist., 393 U.S. 503, 89 S. Ct. 733, 

21 L.Ed.2d 731 (1969) 

United States v. Amer. Library Assoc., 539  

U.S. 194, 123 S. Ct. 2297, 56 L.Ed.2d 221 (2003) 

Doninger v. Niehoff, 527 F.3d41 (2nd Cir. 2008) 

Layshock v. Hermitage Sch. Dist., 412 F. Supp. 2d 502 (W.D. Pa. 2006) 

M.T. v. Cent. York Sch. Dist., 937 A.2d538 (Pa. Commw. Ct. 2007) 

J.S. v. Bethlehem Area Sch. Dist., 807 A.2d 847 (Pa. 2002) 

 

Cross References:  MSBA/MASA Policy 403 - Discipline, Suspension, and Dismissal of  

   School District Employees 

MSBA/MASA Policy 406 - Public and Private Personnel Data 

MSBA/MASA Policy 505 - Distribution of Non-school Sponsored 

Materials on School Premises by Students and Employees  

MSBA/MASA Policy 506 - Student Discipline  

MSBA/MASA Policy 515 - Protection and Privacy of Pupil Records  

MSBA/MASA Policy 519 - Interviews of Students by Outside Agencies  

MSBA/MASA Policy 521 - Student Disability Nondiscrimination  

MSBA/MASA Policy 522 - Student Sex Nondiscrimination  

MSBA/MASA Policy 603 - Curriculum Development  

MSBA/MASA Policy 604 - Instructional Curriculum  

MSBA/MASA Policy 606 - Textbooks and Instructional Materials 

MSBA/MASA Policy 806 - Crisis Management Policy 

MSBA/MASA Policy 904 - Distribution of Materials on School District 

Property by Nonschool Persons 

 

 

 


